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NCDC GOVERNMENT CA
KEY GENERATION CEREMONY MINUTES

Venue and Date

On May 12™ 2009 the Key Generation Ceremony for Government CA commenced at 8:00 AM with
Pre-key Ceremony briefing meeting in the 2™ floor meeting room of "Yesser" building of Ministry of
Communications and Information Technology (MCIT) attended by the stakeholders along with the
external Auditor. The National Center for Digital Certification (NCDC) is in Yesser building located
within the King Abdulaziz Telecom campus, in Riyadh, Kingdom of Saudi Arabia (KSA).

Attendees

Following participants attended the Pre-key ceremony briefing meeting:
Dr. Fahad Al-Hoymany, NCDC Director

Mohammed Al-Ghamdi, Assistant NCDC Director

Naif Al-Otaibi, NCDC Info Security Specialist

Bader AlMutairi, NCDC Info Security Specialist

Parag Parikh, MIS Senior Information Security Consultant as Vendor support.
Jaser Alkhazalah, NCDC Operations Manager

Mahin Mohammad, NCDC System Administrator

Chirag Patel, NCDC PKI Administrator

Phani Shankara, NCDC PKI Administrator

Dr. Deoraj Bhanu Murthy, NCDC PKI Consultant

Abdullah AlMohaysen, National Policy Authority (NPA) representative
Kjell Thorvaldsen, Devoteam — Davinchi, external Key Generation Ceremony Auditor

The Ceremony was recorded and photographed by the following MCIT staft:
Fawaz Alkhalaf, Video Recording Specialist.
Faisal AlHenaki, Photographer.

Policy References

The Key Generation Ceremony was performed in compliance with the NCDC Government CA
Certificate Policy, Government CA Certification Practice Statement, Government CA Key
Generation Ceremony Policy and Associated Procedure, Physical and Environmental Security Policy,
Key Generation Script and other associated NCDC Policies and procedures. The Key Generation
Ceremony indicated that the procedures are implemented according to their descriptions.
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Trusted Roles Allocation

During the meeting, the Key Generation Ceremony participant’s roles were confirmed as per
the NCDC Trusted Roles document. The following persons were assigned roles for the
NCDC Gov. CA:

Dr. Fahad Al-Hoymany, NCDC Director as:
e CA Master Account Holder further referred as Masterl.
e Gov CA Rack PIN Holder.
e Gov CA Safe Key Holder.
o Personalization Room Safe Key Holder.
e Government CA Room Fingerprint User PIN.
e Archival Room Fingerprint Master PIN

Mohammed Al-Ghamdi, NCDC Assistant Director as:
e Gov CA Key Generation Ceremony (GKGC) Coordinator.
e HSM PED Key Holder of Red Key (Key GCA #11,21,31).
e CA Master Account Holder further referred as Master2.
e HSM PED Key Holder of second Green Key (Key GCA # 15,253 5).
e Gov CA Rack PIN Holder.
e Gov CA Safe Key Holder.
e Personalization Room Safe Key Holder.
e  Government CA Room Fingerprint User PIN.
e Archival Room Fingerprint Master PIN

Naif Al-Otaibi, NCDC Info Security Specialist as:
e CA Master Account Holder further referred as Master3.
e HSM PED Key Holder of third Green Key (Key GCA # 16,26,36).
e Gov CA Rack PIN Holder.
e Gov CA Safe PIN Holder.
o Personalization Room Safe PIN Holder.
e Government CA Room Fingerprint User PIN.
e Archival Room Fingerprint User PIN

Bader AlMutairi, NCDC Info Security Specialist as:
e HSM PED Key Holder of first Green Key (Key GCA # 14,24,34).
e Gov CA Safe PIN Holder.
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e Personalization Room Safe PIN Holder.

Jaser Alkhazalah, NCDC Operations Manager as:
e CA Officer further referred as First Officer.
e Gov CA HSM PED Key Holder of Blue Key and associated PIN (Key GCA # 12,22,32).
o Government CA Room Fingerprint User PIN.
o Archival Room Fingerprint User PIN
e Gov CA Entry - LDAP.
e Gov CA Informix Database UNIX Account.
e Gov CA LDAP Directory Manager.
e Gov CA LDAP Entrust Directory Administrator.
e Gov CA LDAP Suffix.
e Gov CA HSM Tokens Partition Password.
e Gov CA Operating System root UNIX user.
e Gov CA SunOne LDAP Administrator.
e GCA LDAP Replication Manager
e GCA HSM Administrator
e GCA OS entrust Unix user

Mahin Mohammad, NCDC Operations staff as:
o CA Operator further referred as Operator L.
e T[ISM PED Key Holder of fourth Green Key (Key GCA # 17,27,37).
e Government CA Room Fingerprint User PIN.
e Archival Room Fingerprint User PIN
e Gov CA Entry - LDAP.
e Gov CA Informix Database UNIX Account.
e Gov CA LDAP Directory Manager.
e Gov CA LDAP Entrust Directory Administrator.
e Gov CA LDAP Suffix.
e Gov CA HSM Tokens Partition Password.
e Gov CA Operating System root UNIX user.
e Gov CA SunOne LDAP Administrator.
e GCA LDAP Replication Manager
e GCA HSM Administrator
e GCA OS entrust Unix user

Chirag Patel, NCDC Operations staff as:
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e CA Operator further referred as Operator 2.
e HSM PED Key Holder of Black Key and associated PIN (Key GCA # 13,23,33).
e Government CA Room Fingerprint User PIN.

Phani Shankara, NCDC Operations Staff as:

e CA Operator further referred as Operator 3.
e HSM PED Key Holder of fifth Green Key (Key GCA # 18, 28, 38).
e Government CA Room Fingerprint User PIN.

Dr. Deoraj Bhanu Murthy, NCDC Operations Staff as:
o Quality Assurance Specialist further referred as QA Specialist.

Pre-Installation tasks before Key ceremony

During the meeting, the ceremony pre-installation tasks had been declared as follows:
1) GCA- Primary LDAP
2) GCA — Secondary LDAP
3) Multi-master Replication between two master LDAPs
4) Master to consumer replication of Root CA data from Shadow Root LDAPs to GCA LDAPs
5) Installation of Informix Database on SAN for clustering
6) Installation of Entrust Authority Security Manager on the two clustered nodes
7) Pre-Ceremony Configuration and Preparation
In addition to the above pre-installation tasks the Operating System, Hardening and Antivirus
have been installed on the GCA CA Machines prior to the Key Generation Ceremony by NCDC

CA Operators under close supervision of NCDC Management represented by NCDC Assistant
Director.
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