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Seminar on Experiences Opportunities
and Challenges in PKI -

Seminar Report
Experiences, Opportunities and

Challenges in PKI

Introduction

The National Center for Digital Certification (NCDC) hosted seminar on 15-16 December,
2009 which mainly focused on PKI experiences, opportunities and challenges in today’ s
world. The seminar aimed at developing ideas and visions, priorities and mechanisms for
successful deployment of public key certificates which underlie all electronic transactions.
Use of digital certificate issued through this infrastructure enables all users of Internet
services to conduct safe, reliable, and secure transactions.

This document is to summarize points extracted from the presentations given by seminar
speakers, and to highlight on the lessons learned from different experiences.

Lessons Learned

9 PKlis crucial part of Identity Management Systems.

9 Service applications is the driver for successful PKI deployment (PKI without
applications is like a pen without paper).

9 PKl needs a lot of awareness sessions which should be well organized and user
friendly.

9 PKl needs enforcement of policies, guidelines and compliance.

9 Application integration with PKI (PKI-enabled) is fundamental to successful PKI
deployment.

9 Major challenges are business-user acceptance, fears of personal data recovery,
data classification dilemma and certificate mobility.

9 Smart card logistics is an issue.

1 Lack of smart card readers is an issue.

9 Resetting PINs and passwords for smart cards is the most raised helpdesk tickets and
calls.

 Non-Repudiation certificate should be different from Authentication certificate.

 RA may be utilizing Post offices as RA locations.
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E-Procurement application is a very good application for PKI usage; it uses
authentication, confidentiality, digital signature and non-repudiation functions.
E-Banking is another application which can utilize PKI heavily for secure transactions.
Health sector is a great environment for PKI usage.

Wireless PKI also is a potential application which may utilize PKI heavily.

Long term electronic signature is overhead and challenge; it needs long term
storage, Time Stamp services may eliminate the overhead.

A licensed CA shall be liable for any damage and a licensed CA must get insured by
insurance company.

OCSP can confirm a current status of the certificate immediately so it is required for
online applications.

Time Stamping services are required for deadlines in start/end date and time in
certain applications.

WebTrust audit is a fundamental requirement for global recognition of Saudi RCA
Certificate in different browsers.

Applying ISO 27001 as main CSP requirements.

In order simplify and standardize PKI deployment, model of a unique PKI certificate
to be used for different applications, requires defining PKI standards in development
and integration.

Saudi Council of Chambers is suitable potential as CSP to serve the private sector in
the kingdom.

Saudi PKl is having similar business model to Egypt and Tunis.

SAMA required to be a licensed CA under the RCA to serve the banking sector as per
their adopted PKI business model be the CSP of banking.

NCDC should start the commercial CSPs.

CITC is ready in terms of country regulations and have established legal framework
for e-transactions and digital signatures.

Korea is a good example of deploying successful PKI in its e-applications (48M
population, 46M Mobile users, 43M broadband subscribers, 17M issued
certificates).

Wireless PKI should be taken into consideration as a potential use for PKI.
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Speakers and Presentation Points

Dr. Sundeep Oberoi - India : The Status of PKI in India

I India PKl is hierarchical with National Root CA at the top of the hierarchy

I 8 Level one CAs under Root 4 from Government and 4 from private sector
licensed for 5 years.

T CAis responsible and accountable for actions of Registration Authorities

I CA, sub-CAs and Registration Authorities are subject to annual audit on a
sampling basis

T Most of PKI enabled applications are B-to-B or G-to-B. These applications
are categorized under a.) E-governance, b.) Fund transfer c.) E-
procurement and d.) Tax filing.

I B-to-C and G-to-C uses are being encouraged but not yet mandated

Challenges & Opportunities:
1 Logistics of distribution for Tokens and drivers

I Different environments needed by different applications

I Applications are not properly PKIl enabled, interoperable or not reached to
that maturity level

I Usability issues

I banking sector remains slow in adopting Digital Certificate technology for
online retail banking

{ Cost of the certificate

I huge potential in the area of online and mobile banking which is at present
untapped

0 EEIl $ dVeriSigik National PKI: Opportunities for Government,
Industry and Citizens

I National PKI Fundamentals & capability —

0 e-government: G2G, G2B, G2C authentication services, E-
commerce, Public wireless access and Email.
0 ID card: Citizen ID & Voting, Health ID, Government ID, Document
authentication and Cross border trust.
0 e-Passport — Biometrics, Law enforcement and International
standards.
I US Government Case Study: PKI Bridge, Cross Certification, Federal Common
Policy CA, Shared Services Providers; HSPD-12 Mandate Drove Coordination
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& Adoption.

I The present Identity Card opportunities for e-TAX, e-Health and e-Gov
appliactions are Expensive — Inconvenient — Government Centric.

9 The next generation will be Less Expensive — Convenient — Citizen Centric.

Dr. Khaled AlGhoneim z Al-Elm : Authentication in eServices

I Nafath is a new Identity and Access Management System (gateway) used by
Al Elm.
I eServices Authentication is done outside the eService through Nafath.

]

Authorization in Nafath is based on a pre-defined trust Model.

I To enable businesses and government agencies to utilize Nafath for
Authentication, Al-ElIm can provide authentication to other agencies through
Federation.

I Federation will reduce the cost of registration and Identity Management for
subscribing agencies, and allows them to tap into the large and trusted
Nafath Database of Authenticated individuals.

I Extensive logging of authentication and authorizations is done.

E]

eServices perform separate logging for Auditing Purposes.

I Benefits of Nafath Implementation are shielding eServices from consumers
by removing authentication from the eService design and relying on the
comprehensive and secure Nafath design, unify the security implementation
for all eServices, speeding delivery of eServices and automate auditing
processes.
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Eng. Ali Al Soma - Yesser : Use of PKI in e-Government Transactions

Government Agencies and the e-Gov program are connected and integrated
using the Government Secure Network (GSN) and Government Service Bus
(GSB).

T Government Agencies will provide services that other government agencies
depend on for their transactions through the GSB. These services include
data services like GET_Citizen_Record, GET_ZAKAT_Record, etc.

f The E-government program will provide common services to all agencies
through the GSB/National Portal.

Government agencies expose their e-services via their own portals. E-
services are integrated to the GSB and National portal through web services
and single sign on.

I User Accesses the National portal to create their digital identity and locate
other government e-services.
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Current use of PKI for SSL certificates (issued by NCD€&curing user
browser - portal communication.

Future use of PKl is to authenticate and authorize users for various
government applications and e-services.

Digitally sign and encrypt important electronic document for highly secured
e-services applications, Issued to Citizens, Expat and Gov Employees.

Ami Azrul bin Abdullah 7z DigiCert - Malaysia : Public Key Infrastructure
Implementation in Malaysia
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(PKI without applications like a pen without paper).

Mal aysi an PKI doesn’t have Root
Malaysian Government only acts as a regulator, No Bridge CA.
The CA’'s creat e, mawnaogtéeysa nd mai

Malaysia has 2 licensed operators DigiCert and TrusGate (VeriSign).

National ID is on smart card with 8 other applications.

Can add one certificate for authentication and one certificate for non-
repudiation.

First application e-procurement was using PKl initially for authentication
only.

Infancy years (2000-2002) and maturity period (2003-2009).

See the Challenge in maintaining subscribers (from 2007 to 2009 certificates
# came down from 899k to 487k).

Some of the PKI enabled applications in usage are eSPKB — Electronic System
of Budget Management, E-Procurement, Trade Facilitation System, E-Filing,
Cheque Truncation and Conversion System, Central Credit Reference
Information System (CCRIS), Corporate Banking, Registration for drugs and
cosmetics, E-Syariah.

Smart card logistics and Smart card readers availability are major issues.
Resetting PINs and passwords for smart cards is the most helpdesk tickets.
For better end user convenience, they are using soft Certificates instead of
smart cards (Non-repudiation!!).

n

Youngchul Kang - Korea: 1st Presentation - PKI & Digital Signature in
Korean E-Government

1

Korea has Root CA hierarchy with 5 licensed CAs under the Root, 3 are
private sector.

RA is using Post offices.

Around 150 civil services are available online and access to these services is
through using digital certificate.
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One third of Korean population is using digital certificates. 17 million Digital
Certificates used in Korea and managed by five licensed CAs.
A licensed CA shall be liable for any damage and a licensed CA must get
insured by insurance company.
Success factors in Korean PKl is through Mandatory Use of Certificates for
0 GePS (Government e-Procurement System )
0 Internet Banking
0 Payment by Credit card
0 GA4Con-line Service
For assuming paper documents and electronic documents required storage
for specific period (For example 10 years) in order to provide long term
electronic signature is overhead and challenge.
User Public Key Length will be upgraded to 2048 bit by the end of 2011.
90% of users store private key on their PC.
20% of users request for reissuance, which require skilled helpdesk.
The presentation is full of helpful statistics and survey figures.

)l

2nd Presentation Governmente-Procurement System (KONEPS) in Korea

Procurement System in Korea is combination of centralized and
decentralized systems.

The Volume of Public Procurement (FY 2008): USS 104B.

Public Procurement System is responsible for procurement of goods,
services and construction works using GePS above threshold bid value.
Every bidding price and evaluation relevant information must be stored in
DB, digitally signed and enveloped until bid evaluation date.

Accuracy deadline of bidding assured by time stamping function.

Every bidding relevant process must be logged and each original document
must be reserved for later verification.

GePS e-Procurement system checks integrity of the bidding documents and
stores the enveloped documents in DB.

E-Procurement is using all the PKI functions: authentication, confidentiality,
digital signature and non-repudiation.

OCSP can confirm a current status of the certificate immediately so it is
required for online applications.

&

Sami Ghazali - Tunis : Tunisian PKI Experience

1

The Tunisian PKI is Hierarchical and Root CA is managed by the National
Digital Certification Authority having private and public sector CA under
Root.
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I Currently Tunis is having one CSP managed by same body of Root CA.

9 Root CA certificate is embedded in Microsoft browser and Firefox is under
plan.

I To face the Root CA WebTrust audit they created separate audit program for
completing it successfully.

 Management of the distributed registration units in the Tunisian territory
via the Network of Tunisian Post or Banks Agency.

I To prove the exact time at which a transaction has been made or a
document has been created, an end user can send a request to the TA to
obtain a Time stamping Token composed of a (document Hash and a
Universal time) signed by the TA.

I RAlocations are post offices or bank branches, face-to-face registration and
USB tokens or Smart cards are provided for keys and certificates storage.

{ NDCA issues:

0 Individual certificates:
A Personal certificates: delivered to individuals for personnel
use.
A Enterprise certificates: delivered to the employees to be
used for business purposes.
0 Organizational certificates:
A Server Certificates.
A Network Certificates.
A Code Signing certificates.
T Applications are mainly e-government, e-commerce and e-Banking
Challenges & Opportunities:

I Legal electronic archival framework.
9 Security of mobile commerce (MPKI).
9 Integration of biometric elements NDCA certificates.

Hisham Mohamed Abdel Wahab - Egypt, %CUDO6 O %@PAOEA
Signature

 Information Technology Industry Development Agency is E-Signature
regulator. Only E-Signature is regulated in Egypt.

I Egypt has adopted the German way with Root CA hierarchy and 4 licensed
CSPs; each CSP maintains and manages its own CA. One CSP is currently
active.

I Manages and maintain the Gov. CA, provides the certification services and
handles the RA for Gov employees

1 Using Smart card/token is a must and physical attendance for identification
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process for digital signature certificates.

ITIDA is managing the application process, implementing the criteria
/requirements, auditing and tracking the technology to guarantee having
the most secure e-signature technology for CSPs in Egypt.

Root-CA operates according to the highest security standards and maintains
electronic directory service that includes the certificates of all licensed CSPs.
Types of certificates provided by CSPs are e-signature, SSL and code signing.
Licensing Requirements cover operational, financial, technical and legal.
Applying ISO 27001 as Main CSP requirements.

Dr. Fahad A AlHoymany z NCDC: PKI Status in Saudi Arabia

1

Saudi Arabia has adopted the Root CA hierarchy and licensed CSPs for
Government and commercial business.

NCDC data center has been established based on e-Transactions act with all
physical security, Hardware and software preparations.

Policies, agreements, procedures and guidelines have been completed.
Root CA and Gov. CA ceremonies have been done.

Implementation of Directories, Revocation services, OCSP, and Time
Stamping Services have been completed.

Completed the pilot phase with MCIT and Yesser users by issuing email and
SSL certificates to use encryption and digital signing.

Certificates types are issued based on purposes like authentication, non-
repudiation and encryption.

RA Registration is done through face-to-face and keys are stored on USB
tokens/smart card devices.

NCDC is ready to qualify CSPs for Gov and commercial sectors.

A department for research and development has been established in NCDC.

Antti Vihavainen - Valimo: Mobile Phone as the Tool for Expanding the Use

of PKI
I Fundamentals: Replacing Smart card with SIM card, replacing card reader
with mobile phone, using mobile keypad as user interface and deploy
services.
T Wireless PKI Concepts: Private keys generated on the handset.
1 Accessible only by user with Authentication / Signing PINs
0 Created by users.
0 Only known by users.
I Benefits of Enabling the Mobile Phone as an ID Tool are:

0 Service channel independence

8
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PC Browser
ATM

Call Center
IVR

Point of Sale
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0 Brings electronic services closer to whole population
0 Enables savings on investing into card readers and their support &
maintenance

T Application areas:

0 mPayment: prepaid top-up, wallet, micro payments

0 P2P: funds transfer, remittances (GSMA initiative)

0 mBanking: authentication (also to replace other methods and
tokens for online banking), check balance, initiate and confirm
transactions

0 POS payments and ticketing; smart card alternative, NFC or SMS
based

0 3-D Secure (Verified by Visa, MasterCard Secure Code)

I Create a viable ecosystem.

Make enrollment is easy for both end users and service providers!
The more services, the more likely a person is to adopt the elD in daily life.

Eng. Abdullah Nasser Al Ghannam 7z MOI 7 Saudi Arabia: PKI Project at
Ministry of Interior

)l

Ministry of Interior has established its own PKI with NIC Root CA and 4
issuing sub-CAs for CardID, Entity, Infra and Portal usages.
National ID card project objective to provide citizens with ID card based on
smart card with secure platform multos, laser print and support PKI
certificate to be used in the e-Gov applications.
Includes Access Control system, Archive system, PKIl implementation and
integration with MOI portal.
Issued certificates are used for authentication and digital signature.
MOI users (citizens) will access the MOI portal and will be
authenticated/authorized to applications based on certificate.
Challenges and Observations:

0 weak internal experience and lack of qualified persons in the PKI
field.
Integration with application technically and procedurally.
Connection with NCDC.
Awareness for customers.
Helpdesk and support; looking for common helpdesk with NCDC.

o O O O
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0 Announcement of service to users.

Fawaz Abdulrahman Al Bassam - Aramco: Saudi Aramco Public Key
Infrastructure (PKI) Experience

I Saudi Aramco PKI Rollout from 2000 to 2002 (40,000+ users).
I Challenges faced in Business Users Acceptance of PKI because of:
0 Complex technology
0 Data classification dilemma
0 Fears on personal data recovery
0 Mobility

I Saudi Aramco Current PKI Utilization for strong authentication, data
confidentiality and integrity, SSL and e-banking.
I Future use is SSO, Network Access Control (NAC), Smart Card and Cross
Certification with Saudi Root CA.
I Aramco PKI learning lessons are
0 PKlis not problem-free.
0 PKI will not just work.
0 PKI needs enforcement in terms of policies, guidelines, and
compliance.
0 PKl needs awareness at all levels.
0 Work on the application integration to use PKI.

Dr. Tim Moses - Entrust: 1st Presentation- PKI: A Status Report

I Public-key infrastructure continues to evolve
0 New applications with new requirements enabled by advancing

platform capabilities.
0 The two main branches ( eCommerce & office automation) of PKI
development are converging.
T PKlis the stable security solution for a broad range of applications and
continues to provide a compelling solution to security in new applications.

Challenges
I Trust-anchor management- Customer organizations independently evaluate
Root CAs.
I Path validation - Standard open to interpretation.
 Revocation - Reject certificate when revocation information is unobtainable.
f Human-computer interface - Active research topic.
I Identity verification - Standards for identity verification.

10
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Security vulnerabilities - Security researchers focusing on PKI.

1
1
1
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2" Presentation- Controlled Access to ePassport Biometric Data

Electronic Passport is an innovative application of public-key cryptography.
Biometric data should only be released to trustworthy systems.
First generation ePassport is with basic Access Control based on biographical
data digital signature.
Second generation ePassport is with Extended Access Control:
0 Advanced biometrics (Fingerprint, Iris scan).
0 Issuing country authorization.
0 Stronger encryption.
It is not using x509 PKI.
No revocation exists and no authentication.
The infrastructure has to adapt to fit new circumstances.
PKI continues to evolve.

Antonio Colaianni - CoreStreet: Identity and Credential Validation Critical
for Citizen ID Infrastructure

1
1
1

=
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Strong Identity Vetting from Trusted Sources.
Electronic Validation of Identity and Credentials.
Distributed Validation Infrastructure: Pre-signed & Pre-formed Responses
generated by D-OCSP and served locally.
This helps in achieving uninterrupted service.
Federation: Sign Locally — Trust Globally.
Taking Trusted Credential One Step Further:
0 Make e-ID reusable.
0 Validate Credentials associated to e-ID.
No Latency at the Application Level.
Reliable across public networks.
Protect the secrets while making public information readily available.

Dr. Sami Al Humaidi - KACST: The experience of King Abdulaziz City for
Science and Technology in the field of encryption systems and the design of
security systems

1

On Going Research Projects at KACST are
0 Offline File Encryption System : Hardware-Based Encryption
Solution.
0 Random Number Generation System.
0 Point to Point Link Encryptors.

11
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0 Ethernet Data Security Systems.
0 Randomness Evaluation Systems- Hardware-Software Random
Number Generator.
0 Tamper Control.
9 The test suites for FIPS140-2 and NIST Tests.

Dr. Dhaifallah Al Zahrani z CITC : e-Transactions Law and its Impact on
Security and PKI

A

I Legal protection for communications law.

I Legal protection for e-transactions law: all e-transactions, their records and
digital signature are equal to manual process from legal point of view.

9 Digital signature is considered type of proof in the court.

E ]

Criminal protection for communications, information and e-Transactions law
I The followings are violations of CSPs to the law:
0 Providing CSP services without CITC license.
0 Using the personnel information collected in the registration.
Process of individuals for other purposes.
0 Issuing certificates to be used in fraud.
0 Disclosing information which is under non-disclosures.
0 Misuse of CSP services.
 The followings are violations of individuals to the law: providing wrong
information to CSP, spoofing other entity, publish a revoked or fraud
certificate, practicing non authorized certification actions.
{ Anti-criminal information law.

Abdullah Al Fathel - SAMA: eTrustCenter - Providing a Secure
Infrastructure for e-Commerce in the Financial Sector of Saudi Arabia

9 SARIE represents the national RTGS system of Saudi Arabia and works as the
main backbone for all national payment systems.

1 Saudi Payments Network (SPAN) is the only automated payments network
in the kingdom of Saudi Arabia. It connects all ATMs and Point of Sale (POS)
terminals.

I SADAD is to facilitate and streamline bill payment transactions of end

consumers through all <channels o

The eTrustCenter went live to the Banks Sep. 2004.

SAMA Shared CA certificate is sighed by SAMA Root CA.

Member banks are acting as Registration Authorities (RA).

= =4 4 A

The eTrustCenter is a specifically designed secure computing facility created
to provide the Saudi Arabian financial community with a Public Key

Infrastructure (PKI) to support their ecommerce initiatives.

12
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The center issues and manages digital certificates which provide data
encryption, user-authentication, and digital-signing.

eTrust Center issues digital certificates for SADAD, SARIE, EMV, bank
applications, web servers, secure email and client/server authentication.
The WebRAO (Registration Authority Operator) reside and are operated by
individual member banks within the kingdom. The WebRAO can perform
data gathering, credential checking, registration decision, key and certificate
distribution, and revocation.

-
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Mohammad M. Al-Mandeel - CSC: Council of Saudi Chambers Experience in
e-services

1
1

There are 25 chambers and around 750,000 Commercial Registration (CR).
In 2003, CSC implemented an Electronic Authentication and Certification
System but after a brief period, the Certification and Electronic
Authentication Services were stopped because of External as well as Internal
Strategic Challenges.
The Implemented Certification and Electronic Authentication Services lacked
some encryption technologies required by the Electronic Data Interchange
(EDI) standard and suffered non-compliance to known legal standards.
PKI: Focus, currently, is only on the Certificate and Regulations but without
final services.
Paper based certification authority. 5M documents are attested and with a
flow of 125M SAR.
CSC Vision: A Certificate Authority (CA) for the Private Sector
CSC'"s Advantage:
0 CSC will take advantage of the 25 Chambers of Commerce and
Industry kingdom-wide presence over all 13 Saudi Provinces to:
A Establish Registration Authorities (RAs)
A 25RAs over 13 Provinces
A Conduct PKI Training Programs for the Business Community
A Conduct PKI Awareness Programs for the Business
Community
The added value is not in the PKI by itself, but is in the services that we can
provide utilizing it to the benefit of the business community.
The opportunity for the PKI exists but its success will depend on our ability
to provide easy to use services to the Business Community.

ot
-9

Olivier RUFF - OpenTrust : Taking PKI to the Next Level

)l

Smart Cards or Tokens are the only way to guarantee strong Private Key
protection.

13
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It brings you two (or three) factor authentication and can be used as a
corporate or national ID.
Side effects of Smart Cards or Tokens:

O Easier User acceptance.

0 Improved IT Security.

0 Reduced Help Desk calls.
Challenges of smart cards are:

0 Maintain/establish trust on card enroliment.
Content life cycle management — certificate renewal.
Business need change management —to add content to the card.
Card forgotten at home — need to issue temporary card.

o O O

Card lost or stolen — need revocation of the card and all contents.
0 Card unlocking.
Technology is ready.
Technology is only 50% of the solution.
lIt’s up to you to achi.eve 360° s

Ronny Bjones - MicroSoft: Microsoft PKI in Government

1

Mi crosoft’'s PKI offerings, which
certification authority (CA), a component of Windows Server, as well as

these other components:

Active Directory components to provide policy and infrastructure for
certificate deployment, management, and validation.

Client components to support interactive enrollment, auto-enroliment, and
certificate storage/retrieval, part of Windows XP, Vista, and Server.

(W2K8 Server only) An Online Responder component to provide certificate
validation services so that clie
large/costly Certificate Revocation List files.

Windows Smart Card Framework. Plug & Play for Smart Cards and Readers.
Root key program for Windows IE: Root keys are delivered through

Microsoft Update.

"WebTrust" audit for Root CAs is needed as a requirement of Microsoft to
involve the Root CAs certificates into Microsoft certificate store in order for
Root CAs to get the global trust or recognition for their certificates online.
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